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Application of Data Mining Techniques on
Network Security

0O.Jamsheela, Department of Computer Science, EMEA College of Arts and Science
Kondotty, Malappuram, Email: ojamshi@gmail.com

Abstract—Data mining techniques are exten-
sively used in every fields such as business, market-
ing, bioinformatics, science and so on. The major
application of data mining is on education, scientific
and engineering, health-care, business, network se-
curity and many more. Network security is an im-
portant research area. Each day hackers are using new
techniques to unlock the security systems. In this
paper a short survey about the application of data
mining on the network security is conducted. Many
research papers have been discussed the topic elabo-
rately. So in a single paper all the contributions can-
not be included. Here only selected papers have been
analyzed to get an overall idea about the application
of data mining to control the threats on network se-

curity.
I. INTRODUCTION

The focus of this paper is to analyze the effi-
ciency of the application of the Data Mining algo-
rithms on the net- work security. The remaining of
the paper is organized as follows. Section 1.A intro-
duces the Network Security. Section 1.B presents a
brief introduction of Data Mining. Section Il con-
tains a literature survey and Section Il concludes the
paper. A. Network Security Almost all network of-
fers high efficiency and public service for people.
But anxieties about network security is a major is-
sue. Recently more and more network security threats
are arose on every kind of networks and became an
emerging topic in research field. Some examples of
harmful network threats are spreading computer vi-

ruses, spams on mailboxes, hacking passwords and
other information, harmful pages are sending through
mails etc. Although network security is a crucial as-
pect and many contributions are introduced to pre-
vent it, still new security threats are harming the net-
work.

B. Data Mining

Data mining is the process of discovering
previously unknown and useful information from
large databases. The most widely used data mining
technologies include associa- tion rules discovery,
clustering, classification, and sequential pattern min-
ing. Among them, the most popular technology is
association rules discovery, which is mining the pos-
sibility of simultaneous occurrence of items, and then
building rela- tionships among them in databases.
Association rules mining can be divided into two
parts: Find all frequent itemsets, and generate reli-
able association rules directly from all frequent
itemsets. Because frequent itemsets mining is the
most time- consuming procedure, it plays an essen-
tial role in data mining and knowledge discovery
techniques, such as association rules, classification
and clustering. In 1993, Agrawal et al. [2] First pro-
posed the problem of finding frequent itemsets in
their association rule mining model. A large number
of studies have been published introducing new al-
gorithms or improvements on existing algorithms to
solve the frequent pattern mining problem more
eficiently. Data mining methods are widely used in
diverse areas. Here the application of data mining
methods on network security is discussed.



Il. LITERATURE REVIEW

Many papers have been published based on
the application of data mining technique on network
security. Patil et a.l [18] presented a paper to find
new evasion techniques on network intrusion detec-
tion system. In the paper the authors states that the
objective of an attacker is to find out new evasion
techniques to stay unseen. Unfortunately, majority
of the existing techniques are based on the ambigu-
ities of the network protocols. The idea of the paper
is to develop a network based intrusion detection
system based on Apriori algorithm, a popular data
mining technique. The work is focused on misuse
detection. Normally attack signatures are collected
and stored in a database in the same way as virus
protection software does in order to detect the re-
lated attacks. The authors states that signature based
Network Intrusion Detection Systems (NIDS) are ef-
fective at detecting attacks for what they are prepared.
Firewalls do not normally block packets, but make
aware about the intrusion alarm. This situation causes
attackers to focus their efforts in finding evasions
over the signatures of these systems. The overall idea
of intruder is to perform some changes to cause eva-
sions that the Signature based NIDS does not pro-
cess the entire attack packet, which remains unde-
tected. An evasion succeeds if the processing of the
packets generates a different representation of the
raw data in the Signature based Network Intrusion
Detection Systems and in the end systems. Data con-
tained in TCP segments can encapsulate some at-
tacks, but in some situations, it will not be able to
detect those attacks.

The authors is applied a method to look for
new evasive techniques by analyzing NIDS behav-
ior. In this method first build NIDS using C4.5 algo-
rithm. Publicly available dataset KDD-99 is used.
AdaBoost algorithm for supervised learning is ap-
plied where labeling of dataset is done as normal or
attack. Modified Apriori algorithm generates rules
which are checked on snort for evasion. To compare
the results other methods like Genetic Algorithm are
used.

Intrusion detection systems using data min-
ing approachesmake it possible to search patterns and
rules in large amount of audit data. Kamini Nalavade
and B.B. Meshram [14] have presented a model to
integrate association rules to intrusion de- tection to
design and implement a network intrusion detection
system. Their technique is used to generate attack
rules that will detect the attacks in network audit data
using anomaly detection. They have proved that the
modified association rules algorithm is capable of
detecting network intrusions. The authors proposed
a network intrusion detection and prevention system
model that analyses the various item set generated,
specifically on attribute relation. In this model they
have applied association rule mining to generate at-
tack signatures from the network trafic data.

Abdelzaher et al. [1] have presented a sur-
vey paper on the application of Data mining meth-
ods to diagnose sensor network bugs. A Survey of
Outlier Detection Methods in Network Anomaly
Identification is presented by Gogoi et al. [11]. Out-
liers arise due to various reasons such as
mechanicalfaults, changes in system behavior,
fraudulent behavior, humanerror and instrument er-
ror [11]. The outlier detection leadsto more interest-
ing and useful results such as identificationof sys-
tem faults, network hackers etc. The administrators
can take preventive actions before the abnormalities
actually attackthe network. Although, outliers are
considered noise or errors,they may have important
information [11]. The authors haveanalyzed differ-
ent methods used to detect outlines. The paper is con-
cluded by stating that the notion of outlier is differ-
ent for different application domains. The authors
also states that the development of an effective out-
lier detection technique for mixed-type and evolv-
ing network traffic data, especially in the presence
of noise, is a challenging task. They suggested that
outlier detection method should be tested on real net-
work data collected using tools such as flow-tools
[19] and dataset like the MITRE [3] data set.

Finding the root-cause of a network security
anomaly is essential for network operators [17].



Paredes et al. [16] introduced a technique that uses
frequent itemset mining to automatically extract and
summarize the traffic rows causing an anomaly in
networks. Paredes et al. [17] presented a demon-
stration, by introducing an open-source anomaly-
extraction system based on their technique to extract
the trafic rows on networks. The authors have inte-
grated the their method with a commercial anomaly
detector and applied in a real network. They have
reported a number of detected security anomalies and
illustrated how an operator can use the system to
automatically extract and summarize anomalous
rows.

The article “Data Mining Algorithms for
Communication Networks Control: Concepts, Sur-
vey and Guidelines” pre- sented by De Sanctis et al.
[7] identifies the concepts behind the idea of using
data mining for communication network control, pro-
vides a structured survey of the results in this area,
and discusses the guidelines for future applications.
The authors states that data mining algorithms are
eficient for optimized network control compared with
other methods when the network behavior is com-
plex and changes frequently over time.

I11. CONCLUSION

With the rapid development of Internet, net-
work security issues also have been increased. Intru-
sion and anomalies detection can prevent network
threats and can greatly improve the network secu-
rity. Based on the extensive literature survey done in
previous section, various data mining algorithms
have been suggested to control network threats. \ari-
ous authors have discussed various application of
data mining in the field of network anomalies. We
can conclude that data mining techniques have been
extensively applied in the area of net- work security
and an important application of data mining in net-
work security is the intrusion detection. It is hoped
that the survey done in this paper be helpful to re-
searchers working in the area of application of data
mining methods in network security.
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